ISSIN 2286=9 76X

Online
ISSN :2539-5513

Volume 4 Number 2
July - December 2017

RANGSIT JOURNAL OF SOCIAL SCIENCES
AND HUMANITIES



ISSN 2286-976X / Online : ISSN 2539-5513

RJSH

RANGSIT JOURNAL OF SOCIAL SCIENCES AND HUMANITIES
Volume 4, Number 2, July — December 2017

Published by:

Rangsit University, Pathumthani, Thailand
Copyright © 2014

Editorial Office:

Rangsit University Research Institute, Rangsit University

52/347 Paholyotin Road, Pathumthani 12000, Thailand

Phone: + 66 2 997-2222 ext. 1067, Fax + 66 2 997-2222 ext. 1027
Email: rjsh@rsu.ac.th

Website: www.rsu.ac.th/rjsh


mailto:rjsh@rsu.ac.th
http://www.rsu.ac.th/rjsh




Available online at www.rsu.ac.th/rjsh RJSH Vol. 4, No. 2, July - December 2017
ISSN 2286-976X / Online: ISSN 2539-5513 © 2014 Published by Rangsit University

ADVISORY BOARD Andrew-Peter Lian, Ph.D.
Professor, Suranaree University of Technology, Thailand

Arthit Ourairat, Ph.D.
Rangsit University, Thailand

Brian Gibson, Ph.D.
Professor, TOP Education Institute, Austraila, Newcastle Business School,
Australia

Fumi Masuda
Professor, Tokyo Zokei University, Japan

Nares Pantaratorn, Ph.D.
Assistant Professor, Rangsit University, Thailand

Sompong Sucharitkul, Ph.D.,LL.M. D.C.L.
Professor, Rangsit University, Thailand

Varakorn Samakoses, Ph.D.
Associate Professor, Dhurakij Pundit University, Thailand

Wichit Srisa-An, Ph.D.
Professor Emeritus, Suranaree University of Technology, Thailand

EDITORIAL BOARD Anusorn Tamajai, Ph.D.
Assistant Professor, Rangsit University, Thailand

Carmine Bianchi, Ph.D.
Professor, University of Palermo, Italy

Chaiyosh Isavorapant, Ph.D.
Assistant Professor, Silpakorn University, Thailand

Eakachart Joneurairatana
Professor, Silpakorn University, Thailand

Estelle Alma Maré, Ph.D.
Professor, Tshwane University of Technology, South Africa

Jan Golembiewski, Ph.D.
Professor, The University of Sydney, Australia

Jidapa Trirasirikul, Ph.D.
Assistant Professor, Rangsit University, Thailand

Jomdet Trimek, Ph.D.
Rangsit University, Thailand

Kittisak Jermsittiparsert
Rangsit University, Thailand

Krisanaphong Poothakool, Ph.D.
Assistant Professor, Royal Police Cadet Academy, Thailand

Lam Yan Yan, Ph.D.
Hong Kong Design Institute, Hong Kong, China

Nam Hoang, Ph.D.
University of New England, Australia



RJSH Vol. 4, No. 2, July - December 2017 Available online at www.rsu.ac.th/rjsh
© 2014 Published by Rangsit University ISSN 2286-976X / Online: ISSN 2539-5513

Normah Omar, Ph.D.
Professor, Universiti Teknologi MARA, Malaysia

Omar Al Farooque, Ph.D.
Associate Professor, University of New England, Australia

Peeradorn Kaewlai, Ph.D.
Assistant Professor, Thammasat University, Thailand

Peter Duff, Ph.D.
Professor, University of Aberdeen, UK

Praveen Nahar, Ph.D.
Professor, National Institute of Design, India

Surachai Sirikrai, Ph.D.
Thammasat University, Thailand

Surichai Wankaew
Professor, Chulalongkorn University, Thailand

Susumu Ueno, Ph.D.
Professor, Asia-Pacific Management Accounting Association, Japan

Sutham Cheurprakobkit, Ph.D.
Professor, Kennesaw State University, USA

Suthiphad Chirathaivat, Ph.D.
Associate Professor, Chulalongkorn University, Thailand

Theera Nuchpiam, Ph.D.
Assistant Professor, Chulalongkorn University, Thailand

Vichoke Mukdamanee
Professor, Silpakorn University, Thailand

Visarut Phungsoondara, Ph.D.
Thammasat University, Thailand

EDITOR-IN-CHIEF Anek Laothamatas, Ph.D.
Professor, Rangsit University, Thailand

ASSOCIATE EDITOR  Pisprapai Sarasalin
Associate Professor, Rangsit University, Thailand

ASSISTANT EDITOR Kanitsorn Terdpaopong, Ph.D.
Assistant Professor, Rangsit University, Thailand

COPY EDITOR Thitapa Sinturat , Ph.D.
Rajamangala University of Technology Thanyaburi, Thailand

MANAGING EDITOR  Nootjaree Lohakarn
Rangsit University, Thailand


https://www.researchgate.net/institution/Rajamangala_University_of_Technology_Thanyaburi

Available online at www.rsu.ac.th/rjsh RJSH Vol. 4, No. 2, July - December 2017
ISSN 2286-976X / Online: ISSN 2539-5513 © 2014 Published by Rangsit University

RANGSIT JOURNAL OF SOCIAL SCIENCES AND HUMANITIES (RJSH)
Volume 4, Number 2, July — December 2017

Editor’s Note

His Majesty the late King Bhumibol Adulyadej’s reign reaches its conclusion after an
unprecedented 70 years of ruling the Kingdom of Thailand. His Majesty’s demise at the age of 88 brings a
great abundance of tears, yet still millions of Thais are still in mourning phase for the loss of the revered
King. The late King of Thailand is not only the longest reigning monarch of the world but is also
acknowledged as the most hard-working monarch in the modern world history.

This journal is still in the remembering period of the late King’s death. Thus, if you look closely at
the cover page of the journal, there are three items illustrated which are the late King’s items by which all
Thai people know best that these items were used by the late King and had served the King throughout his
70 years tenure. To be precise, the late King always carries three things with him every time he makes an
inspection tour of a rural area: a map (that is cut and pasted by himself), a camera, and a pencil with a
rubber end cap. Furthermore, King Bhumibol Adulyadej was an avid photographer and was rarely seen
without his camera.

There are also another two items depicted on the cover page. The toothpaste reflects the self-being
of the late King who is a person very appreciative of life as he always uses his toothpaste until the tube is
completely flat. There is also a drawing showing an aircraft, which is referring to the Thailand Royal
Rainmaking Project that was initiated in November 1955 by the late King himself. The aircraft used in the
project is shown on our cover. King Bhumibol Adulyadej played a handful of different musical instruments,
including the saxophone, clarinet, trumpet and more.

Hence, many may wonder how are those items connected to the contents of this very much
anticipated journal. The best answer to this question is that the King is an inspiration to us, the Thais
especially as well as to the rest of the world. His Majesty’s charismatic yet fair leadership, alongside his
soft touch to tackle the people’s heart and emotion, bring an idea that a journal needs to follow the late
King’s approach in life: a life taking good care of others. A sacred living soul that during his Majesty’s life
tried hard to make others live comfortably. The journal’s main objective, apart from becoming academic
initiative, is also to provide a better world for people to live in by analyzing matters in different fields and
subsequently trying to find solution and cure.

To be honest, this journal is a bit unique as it kickstarts its voyage with a lead article by Sompong
Sucharitkul. Then only another seven (7) articles will come into the scene. The lead article is designed to
provide such salient elements inherent in the formative process of the ASSOCIATION OF SOUTHEAST
ASIAN NATIONS (ASEAN). The process will then turn its attention to the chronology of events and
occurrences, leading to the establishment of the Association, the birth and growth of ASEAN and the
progressive developments of this collectivity of national societies.

Later, seven different papers are presented despite the fact that the emphasis is more likely
narrowing to a mutual field of study as five out of seven of them are in the criminology field. The second
journal is an article written by Thamavit Terdudomtham, about a policy in Thailand. The latter is referring
to the Marijuana policy, whereby the author aims to analyze the problems related to Marijuana policy in
Thailand and to discuss the possibility for alternative marijuana decriminalization. The author brings to our
attention the need to revise the current policy, as it is deemed to be costly and has been largely
unsuccessful.

Second in the journal is about Arrest Warrant Alert System (AWAS) written by the duo of Jomdet
Trimek and Jirabhop Bhuridej. The authors aimed to study the possibility of using the AWAS to arrest the
offenders. In addition, they would also like to survey the user's acceptance through Technology Acceptance
Model as well as to propose the guidelines to develop the efficiency of the AWAS to trace those fleeing
offenders.
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Cyberattacks happen throughout the world, yet India is not a place free from this type of terror.
The author, Srirath Gohwong, reflects on the cyberattacks and digital economy in India during 2004-2015
by finding out the types and patterns of all cyberattacks in India during 2004-2015. He also investigates the
relationship between Gross Domestic Product (GDP) of India and its relationship with the cyberattacks and
later comes up with the comparison of the cyberattacks between India and Thailand during 2012-2015.

Another criminology paper is neatly written by the group of visionary authors led by Suppakorn
Poonyarit, Sunee Kanyajit, Nathapon Sokantat, Patcharaphan Nakpong, and Noppawan Unmareng. The
main discussion of the paper is about the world which has already evolved drastically so as the people
resided inside it. Crime already becomes rampant due to the various pressures faced by the criminals. The
authors focus not only on the people’s fear of crime, yet they also dig further on comparing people’s fear of
crime aspect.

The fifth in the list revolves around such heated discussion about the stance or the political
perception of the university students in Thailand based on the red and yellow rallies happened in the
country before. Thus, Kittisak Jermsittiparsert as well as Maneerat Kitipatmontree go for the study and
compare the political attitudes of university students who played prominent roles in the gatherings of
People’s Democratic Reform Committee. The research is done by considering several individual factors
such as their field of study, birthplace, parental occupation, and the latter income.

The sixth paper should be read in such peaceful mind as it touches about the critical acclamation of
the history side. In this paper written by Tesfamhret Teklesenbet Haile, it attempts to produce a critical
evaluation of the Colonial vs Secession argument on the Eritrean struggle for self-determination. By
incorporating analytical qualitative approach, this article compares historical and contemporary facts with
pertinent international instruments and finds out that the secession side is not well grounded. To be precise,
this is one of the historical research that is a must-read, as it unravels bit by bit pertaining to such heated
historical arguments that are not much deliberated nowadays.

Last but not least, an article from Shinto Teramoto and Yuriko Haga discusses a practical way to
secure informed consent from contributors of big data in healthcare. The authors tried their best to find a
practical way in which we can substantialize informed consent in the course of building big data in
healthcare. In order to discuss this matter, the authors employed simplified social network models, as well
as conducted intensive interviews with a group of practicing lawyers. Through this medium, the authors
found that continuous diffusion of knowledge through hubs, which curate and disseminate newly developed
knowledge, in information networks to citizens effectively assists contributors, builders and users of big
data to give and gain substantial informed consent.

After all, that is why journals such as RJISH exist: to connect knowledge-seekers (learners) with
producers of knowledge (researchers). As the editorial team, we see this as our job: sharing new knowledge,
including alternative ways of perceiving the complex issues that all of our societies face on a day-to-day
basis.

We welcome your comments and, of course, your manuscripts. Links to our manuscript
submission site can be found at RISH Online Submission and Review System: www.rsu.ac.th/rjsh. We look
forward to hearing from you.

Sincerely,
j W JJK Mw*
”

Anek Laothamatas
Editor-in-chief


http://www.rsu.ac.th/rjsh
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1. Preliminary Observations

This brief note is intended to acquaint readers with some of the salient elements inherent in the
formative process of the ASSOCIATION OF SOUTHEAST ASIAN NATIONS (ASEAN). It will follow in
essential detail the chronology of events and occurrences, leading to the founding of the Association, the
birth and growth of ASEAN and the progressive developments of this collectivity of national societies,
composing the ultimate regional community. Efforts will be made to pursue each significant step of the
Association from infancy to maturity, and eventually to the up-coming celebration of ASEAN’s 50"
Anniversary on the 8" August 2017. As a prelude to the wider appreciation of the substantive importance of
ASEAN, the picture of the pre-dawn of ASEAN will be given to Southeast Asia as a region or sub-region of
turmoil and confusion amidst the withdrawal of Western Colonial Powers and severe competition among
the outsiders to gain control over the disorder flowing from the struggles by the indigenous population,
labouring their utmost to recover and retrieve their sovereign independence and to regain and retain their
dignity in the Era of Decolonization, to ward off the danger and to prevent any possible return of further
encroachment by any form of neo-colonialism, whether by way of capitalistic or socialistic take-over.
It has not been easy for native South-East Asian nations to recover and steadfastly to maintain intact their
own national sovereign independence, to survive as free societies, free from external interference and safe
and secure without foreign or outside intervention.

2. Pre-Dawn of ASEAN

“ASEAN” as an intergovernmental organization of Southeast Asia appears to have been one of the
positive results of several exploratory endeavours on the part of Thailand, as its original founding father, to
conceive, sustain and deliver the fruit of Thailand’s labour. Thailand also undertook the role of mothering
the regional organization, not only by giving utmost pre-natal care, but also after birth by mothering and
ensuring the safety and security of the regional association, and by providing health care and comfortable
workplace for the Working Group and the Drafting Committee in the preparation of the constituent
instrument to serve as historic document in the regional effort to establish ASEAN as a living and growing
regional legal entity, with an international legal personality, deserving recognition by non-member States of
AEAN and similar organizations constituted in other regions of the world, in particular, the European
Economic Community or the European Common Market, which came to life in 1970 , after twelve years
since the Treaty of Rome (1958). It was widely understood that ASEAN would require longer time to
achieve such economic integration, having regard to the variation in the social and cultural environments
and background of each of the five founding members, namely, Thailand, Indonesia, Malaysia, the
Philippines and Singapore.® It is a noteworthy coincidence that from the very beginning, all negotiations,
discussions and consultations within ASEAN took place in English. Thus the use of English was adopted as
the only official working language of ASEAN from the very start.

! As will be seen in the photograph of ASEAN Ministers of Foreign Affairs, signing the ASEAN Joint Communiqué at Saranrom
Palace, in the Thai Ministry of Foreign Affairs, on 8" August 1967, seated at the centre H.E. Dr. Thanat Khoman, on his right, H.E.
Dr. Adam Malik, on his left, H.E. Tun Abdul Razak, on his extreme right, H.E. Narciso Ramos, and extreme left, H.E.
Dr.Rajaratnam.
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As recently portrayed in an article published in June 2015,% the birth of ASEAN as a regional
association for closer economic and social cooperation, approaching integration by voluntary, gradual and
progressive developments was proclaimed by the Bangkok Declaration on 8th August, 1967, after several
working sessions at Laemtaen, an official sea-side resort near Bangsaen, Cholburi Province, Thailand. It is
interesting to add that prior to the birth of ASEAN, Thailand had been engaged in the formation of a
number of regional organizations with overlapping membership, such as ASPAC or the Asian-Pacific
Council or currently APEC, Asia-Pacific Economic Cooperation, and ASA or the Association of South-East
Asia. Indeed, for decades preceding the advent of ASEAN, Thailand had been occupied with the drafting
and negotiations of the constituent instrument in the form of joint-communiqué to serve at that time as the
‘Charter’ or ‘statute’ or ‘constituent instrument’ of a regional organization or association, such as ASPAC
in Seoul, Republic of Korea, only one year earlier in 1966, following the visit of President Park Chung Hee
to Thailand in 1965. Preceding examples of such organization include ASA, the Association of Southeast
Asia, and also the Manila Pact or SEATO, the Southeast Asia Treaty Organization for collective self-
defence under Article 52 of the Charter.

As such, Thailand had long been preoccupied with the search for ways and means to preserve and
maintain the sovereignty, independence and statehood, primarily of the Thai nation, and consequently,
inevitably, also of all countries of Thailand’s immediate South-East Asian neighbours, namely, Malaysia,
Singapore, Indonesia and the Philippines, and eventually also additional members of ASEAN, namely,
Unified Vietnam, Laos, Myanmar and Cambodia or Kampuchea. It should be noted that at the time of the
formation of ASEAN, Sri Lanka also sent two senior officials of Ministerial rank to seek admission to the
Meetings at Laemtaen during pre-ASEAN sessions of the Working Group and the Drafting Committee.
However, H.E. Dr. Rajaratnam, the Foreign Minister of Singapore, himself a Sri Lankan, well versed in his
Sri Lankan national affairs, advised the ASEAN Ministers and the Working Group at that time not to admit
to the meetings the two senior officials from Sri Lanka, which otherwise appeared geographically remote
from the core Member States of South-East Asia. Following the Declaration of Bandung in 1955, generally
known as Declaration of Independence and Sovereignty of all nations of Asia and Africa, most of which
had only just been decolonized, it should be recalled that the Bandung Declaration was attributable to
President Sukarno of Indonesia. In actual fact, H.R.H. Prince Wan Waithayakorn or Krommun Narathip
Bhongspraphan, the Foreign Minister of Thailand did have a strong hand in the first and final draft of that
historic instrument, representing a Charter for peace-loving people of Asia and Africa to respect and
preserve their national political independence and territorial integrity and to help each other as mutual
assistance in all political, economic and social matters, otherwise often referred to as the ‘principles of
peaceful co-existence’.

3. The Birth of ASEAN

At the invitation of H. E. Dr. Thanat Khoman, Thailand’s Minister of Foreign Affairs, Malaysia,
Singapore, Indonesia and the Philippines sent their respective Foreign Ministers and senior officials to
attend the meetings at Laemtaen, Thailand, on 6™ August 1967 to discuss the draft document prepared by
Thailand, which was earlier submitted to them by Minister Thanat Khoman himself on his visits to their
capitals preceding the final working sessions in Thailand and the formal adoption at Saramrom Palace,
Ministry of Foreign Affairs of Thailand in Bangkok on 8" August 1967. It is to be noted that this draft also
included an additional preambular paragraph, suggested by H.E. Dr. Adam Malik of Indonesia, as well as
the appellation ‘ASEAN’ as acronym for the Association of Southeast Asian Nations.® Prior to the
inaugural session in Bangkok, the Ministers met at Laemtaen, a sea-side resort at Bangsaen reserved by the
Royal Thai Government for invited official foreign guests, equipped with necessary facilities such as guest
houses and the beach as well as a pleasant golf course for the Ministers and senior officials to relax and

2 See “THAILAND AND ASEAN” by Sompong Sucharitkul, in Rangsit Journal of Social Sciences and Humanities, 2 (1), January-
June 2015, pp. 1-8.

1931 UN Treaty Series, 236, the signing took place at Saranrom Palace, at 10.50 hrs. (Bangkok time).

In a way not dissimilar from the attribution of ‘ASEAN’ to Bepah Adam Malik in the preceding year at Seoul, Republic of Korea,
the Asia-Pacific Council was born under the name ASPAC, of which the acronym was attributable to Foreign Minister Narsico
Ramos of the Philippines

3
4



SUCHARITKUL RJSH Vol. 4, No. 2, July - December 2017, pp.1-7

discuss the formation of ASEAN and its future role and activities to promote unity among the nations and
peoples of ASEAN on the basis of consensus to be achieved by governments, or MUSHAWARAH, or the
‘ASEAN way’ of proceeding, along with any and every ASEAN project if and when practicable for each
and all of ASEAN members. The search for a common destiny led to the adoption of a final draft document
to be further discussed and approved ultimately by the Ministers. The meetings at Laemtaen, Bangsaen,
finally reached an agreement, known as the ‘Spirit of Bangsaen’ which led to the ASEAN Declaration or
BANGKOK Declaration of 8" August 1967, announcing the BIRTH OF ASEAN.

Thus ASEAN was conceived, conserved and delivered as an infant organization, and thence began
to grow from strength to strength, being nurtured by Thailand as its leading founding member together with
Malaysia, Singapore, Indonesia and the Philippines from the birth and during infancy, awaiting
opportunities to grow and gradually to expand with the entry of its new members at each appropriate
juncture.

4. The First Decade of ASEAN (1967-1977)

4.1 “ASEAN Projects”

As approved from the Birth of ASEAN through its infancy and early childhood, ASEAN advanced
steadily at a flexible pace, no great haste but without hesitation. The prevailing practice appeared to be that
any project that would be attractive to one or two members of ASEAN could be started on trial, and the
experiment could attract further participants on purely voluntary and exploratory basis. Any project of
economic, social and cultural nature could start with any one or two members without having to wait for the
approval or participation of the majority or of each and every one of ASEAN members, to be permitted to
use the label of “ASEAN’. This practice proved to be very liberal and practical without any need or
necessity to wait for fuller participation. It was characterized by simplicity and liberality, worthy of the
phrase “the ASEAN way’, by way of consensus or absence of opposition or objection. Any project could be
labeled ‘ASEAN’ even if started only by one or two of ASEAN member States and subsequently followed
by the remaining members at later intervals without distracting from the label ‘ASEAN’. Thus several
projects were initiated as ASEAN by only two members at the outset and could end up with the rest of
ASEAN members, who felt prepared and were willing to embark on the experiment at any subsequent time.

During the first decade of ASEAN existence, the annual sessions of ASEAN Ministerial Meetings
would rotate from one capital city to another. Thus since its inauguration in Bangkok in 1967, the following
Annual Ministerial Meetings were held in Jakarta (Indonesia), Kuala Lumpur (Malaysia), Manila, (The
Philippines), and Singapore respectively with each country maintaining its national secretariat with national
ASEAN Secretary-General, who in turn would hold Secretary-Generals Meetings by rotating from one
ASEAN capital to another. The rotation of Annual Ministerial Sessions continued for ten years covering
two rounds of complete rotation until it became reasonably clear and reaching adequate maturity to move to
a permanent regional secretariat with one Secretary-General as a whole to head the permanent ASEAN
Secretariat in Indonesia. The post of ASEAN Secretary-General could be filled by a national of any
ASEAN member nation for a term of four years, renewable and also to be replaced by another succeeding
Secretary-General to be appointed by the Ministerial Council of ASEAN as a whole.

As such, a general pattern of ASEAN evolution began gradually to emerge in clearer shape and
form without any predilection or predetermination but by gradual and progressive development of practical
feasible measures adopted the ASEAN way with clarity, assurance and apparent ascertainability.

4.2 ASEAN Partners

ASEAN began in earnestto improve and intensify its economic developments in terms of
agricultural products and mining. ASEAN did so by accelerating closer cooperation in intra-ASEAN and
bilateral inter-ASEAN relations with active mutual assistance and reciprocal exchanges in terms of
investments and technologies, such as in the cultivation of rice and corn as well as in the production and
refinement of mineral resources, such as tin, copper and oil as well as other forms of energy from gas and
other natural resources.
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ASEAN as an association for economic cooperation and eventual integration also began to gather
its strength and accelerate its collective growth with the result that it provided an attractive market for
outsiders and non-ASEAN members as well as European and other Western Powers, including the United
States of America, Japan, Korea, Australia, New Zealand and other countries in Asia, Africa and also Latin
America. A number of Asian neighbours stood out such as Japan, People’s Republic of China, Korea and
India, Bangladesh, Pakistan (East and West), Algeria and Nigeria.

These closer economic relations between ASEAN and Non-ASEAN countries became crystallized
and could be studied in terms of ASEAN Plus, such as ASEAN + China, ASEAN + Japan, ASEAN +
Korea, ASEAN + India, for instance. Many nationals from China and India may be seen as minorities in
each of ASEAN countries. Thus, in Thailand, Malaysia, Singapore and Indonesia, there are generally
Chinese natives or natives of Chinese descent, living and otherwise working on ASEAN soils without
distinction or discrimination of any kind.

There are many types of ASEAN Plus, namely, ASEAN Plus One, such as ASEAN-China and
ASEAN-India; or ASEAN Plus Two, such as ASEAN Plus Japan and Korea or ASEAN Plus Australia and
New Zealand. This pattern of variation of relations with different groupings within the region of various
sizes served to reassure inter-locking relations and closer cooperation to satisfy the particular needs of each
appropriate grouping at the choice of ASEAN and ASEAN Members depending on the size, location
requirements and availability of each of ASEAN partners. This variety of ASEAN Pluses served to provide
a comprehensive picture of intensive cooperation between ASEAN and each of its able and willing partners
within the region or a particular sub-region.

5.  ASEAN Attaining Full-Fledged Maturity

After the first decade, ASEAN of five seemed to have gained self-assurance and was better
prepared to accept new members of like-minded nations, in spite of differences in size and degrees of
economic development, such as Brunei Darussalam in 1984, Vietnam in 1995, Laos in 1997, Myanmar in
1997 and Cambodia in 1999. Each in turn was considered and duly admitted as a new Member of ASEAN,
with progressive involvement in the process of economic integration, bearing in mind the closeness in their
cultural background, in the existing surrounding circumstances and natural environments. By then ASEAN
emerged as a full-pledged inter-governmental organization complete with mature international legal
personality, fully prepared to join the rank and file of legal entities under international law.

As distinctly proclaimed in the ASEAN Declaration of the first ASEAN Ministerial Meeting on 8"
August 1967 in Bangkok, Thailand, the five Ministers of Foreign Affairs of the founding member countries
of ASEAN, a new group of States was established as an Association for Regional Cooperation among the
countries of Southeast Asia to be known as the Association of Southeast Asian Nations (ASEAN), complete
with a full legal personality under international law. This acclamation is verified by ASEAN’s entry into
international agreements in its own name with other States and international organizations. An early
instance of such transactions was the valuable assistance, financial and technical, given by the Government
of the Kingdom of the Belgians in the name of the King, through the European Economic Community
(EEC) for the restoration of Borombudur as the World Common Heritage of the Buddhist Monuments in
the form of Chedi or Buddhist Pagoda and Stone Image of the Great Lord Buddha sitting in Prayer near
Bandung in Indonesia. It, as a token of friendship between the European Union and ASEAN through
Belgium and Indonesia, representing an act of explicit mutual recognition by the European Community and
ASEAN. Neither Belgium nor Indonesia could be considered preponderantly Buddhist, Belgium being
Catholic and Christian and Indonesia Islamic or Muslin by majority.

The ASEAN Declaration of 1967 also set out the aims and purposes of the association as follows:
1) To accelerate the economic growth, social progress and cultural development of the region
through joint endeavours in the spirit of equality and partnership in order to strengthen the
foundation for prosperous and peaceful community of South-East Asian Nations;
2) To promote regional peace and stability through abiding respect for justice and the rule of
law in the relationship among countries of the region and adherence to the principles of the
United Nations Charter;
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3) To promote active collaboration and mutual assistance on matters of common interest in
the economic, social, cultural, technical, scientific and administrative fields;

4) To provide assistance to each other in the form of training and research facilities in the
educational, professional, technical and administrative spheres;

5) To collaborate more effectively for the greater utilization of their agriculture and
industries, the expansion of their trade, including the study of the problems of international
commodity trade, the improvement of their transportation and communication facilities
and the raising of the living standards of the people;

6) To promote Southeast Asian studies;

7) To maintain close and beneficial cooperation with existing international and regional
organizations with similar aims and purposes, and explore all avenues for even closer
cooperation among Members.

The ASEAN Declaration further identified the machinery to be established to carry out the seven
aims and purposes of ASEAN as follows:

a) Annual Meeting by Foreign Ministers, which shall be by rotation and referred to as
ASEAN Ministerial Meetings and Special Meetings of Foreign Ministers may be
convened as desired,;

b) A Standing Committee, under the chairmanship of the Foreign Minister of the host
country or the representative and having as its members the accredited Ambassadors of
the other member countries, to carry on the work of the Association between Meetings of
Foreign Ministers;

c) Ad-Hoc Committees, and Permanent Committees of Specialists and Officials on specific
subjects;

d) A National Secretariat in each member country to carry out the work of the Association
on behalf of that country and service the Annual and Special Meetings of Foreign
Ministers, the Standing Committee and such other committees as may hereafter be
established.

It was further declared that “The Association is open for participation to all States in the Southeast
Asian Region subscribing to the aforementioned aims, principles and purposes.” Finally it also proclaimed
that “the Association represents the collective will of the Nations of South-East Asia to bind themselves
together in friendship and cooperation and, through joint efforts and sacrifices for their peoples and for
posterity the blessing of peace, freedom and prosperity.”

Thus ASEAN came into being, completely with its own constituent instrument, known as the
ASEAN or Bangkok Declaration, the simple and least formal agreement form, but was nevertheless clear
and unmistakable. This constituent instrument continued to apply for several decades until subsequently
replaced by another more formal instrument in the name of ASEAN Charter, which merely confirmed the
continued existence and legal personality of the Association without in fact creating a new legal entity
where none had previously existed, as was sometimes inaccurately portrayed. The ASEAN Charter adopted
forty years or so later in December 2008 and did not purport to create a new organization, but merely to
update and reconfirm or strengthen the working of an organization already well-known to be in existence
and still functioning in good conditions.

In other words, the ASEAN Charter did nothing to discredit the past deeds and excellent
performances of ASEAN, as established by the Bangkok Declaration of 1967. To suggest that the Charter
provided a new or different legal personality for ASEAN would be to overlook ASEAN’s earlier existence
and such negative implication should be avoided at all costs. The Charter was intended to serve as a
reconfirmation or re-awakening of the existing Association of Southeast Asian Nations, in a way not
dissimilar from what Thailand needs to do to remind Thai nationals of the necessity to recover Thailand’s
distinctive leadership in the ASEAN world and within the community of nations worldwide, in the context
of the United Nations Organization, in regional organizations in Asia, Africa, Europe and Latin America, as
well as in the United States of America and the British Commonwealth of Nations.
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6. ASEAN Activities and Achievements

6.1 English as Official Common Language of ASEAN

It is very difficult to present a clear and vivid picture of all the activities and achievements of
ASEAN as a regional association for economic, social and cultural cooperation and eventual integration. If
the Treaty of Rome of 1958 took twelve years to achieve “European Single Common Market,” it had taken
ASEAN much longer time to assimilate and unify the thinking and working habits of ASEAN nationals,
who were vastly diversified. One positive factor of the distinctive use or employment of English as the
medium of ASEAN internal communication from the very outset began with the ASEAN Declaration of 8"
August 1967, until today, approaching half a century of ASEAN life in international society with full
awareness and complete recognition by outsiders or non-ASEAN nations doing business with or within any
of the members of ASEAN community. It is to be noted that even from the very beginning until today,
English has been the official working language of the organization, although nationally it is the official
working language of only a few, namely, Malaysia, Singapore and the Philippines, and not Thailand or
Indonesia, and for that matter not otherwise for other later Members of ASEAN such as Laos, Vietnam and
Cambodia, more conversant with French in the Lower Mekong Basin, although better known in Myanmar
and possibly Brunei Darussalam and East Timor now awaiting to be admitted as the 11" Member of
ASEAN.

The actual adoption of English as a common language of ASEAN could be counted as an
achievement, conscious or otherwise automatically practised by ASEAN as a whole, and treated by every
member government of ASEAN as an official language for intra-ASEAN communication, within and
among the peoples of ASEAN nations. Linguistic unity is a giant step in the progressive development of
intra-ASEAN understanding. This significant achievement will certainly facilitate further steps in the move
forward towards closer integration in the social and cultural relations, thereby paving a clearer path towards
complete unification and integration, in spite of pre-existing diversities in the background of ASEAN
population. Accelerated assimilation will gradually become the order of the day. As a matter of fact, today
everywhere in ASEAN, nationals of ASEAN countries consider themselves ASEAN over and above being
also Malays, Singaporeans, Indonesians, Philippinos, Thais, Vietnamese, Laotians, Myanmars,
Kamphucheans, or Brunei Darussalam and also Timoreans. English as a spoken and official language of
ASEAN seems tolerable if not completely or comprehensively understood and commonly used on every
occasion by different nations of ASEAN. At any rate, English does not sound linguistically foreign or alien
to an ASEAN individual.

Having adopted the use of English in ASEAN popular parlance, other achievements appear to
follow suite. Attractive ASEAN projects once adopted by one ASEAN member country could be followed
by others respectively. Common ASEAN projects which yielded good results could be pursued by all other
member countries, leading to rapid advancements in every field of regional and national economic, social
and cultural developments. To provide an example, every ASEAN member could specify the areas in
which investment would be encouraged, whether foreign or intra-ASEAN investment areas. This is known
as AlA or ASEAN Investment Areas, not only in agriculture but also in the exploration and exploitation of
natural resources and sources of energy and power, such as petroleum and natural gas.

It is not surprising that in less than fifty years, ASEAN as an association has become stronger,
reinforced by heart-felt unity of thought, closer mutual understanding and sympathy, and a genuine
common desire to assist and mutually to support each other within the community of ASEAN nations.
There exists a bond that unites each and every one of ASEAN nationals, who are fully prepared to face the
outside world with the feeling of comfort and the warmth of growing ASEAN ties.

ASEAN activities are countless and extensive in all domains, currently often followed by ASEAN
achievements in every walk of human life that would appear too numerous to enumerate at this point.
Suffice it to ascertain that ASEAN has not ceased to operate, nor to initiate new projects for future
developments, which will entail further achievements in each and every field, where there is an “ASEAN
Will”, there is an “ASEAN WAY”.
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6.2 ASEAN Mechanisms to Reduce and Resolve Inter-ASEAN Conflicts

Another achievement of ASEAN deserving mention at this point lies in the field of Alternative
Dispute Resolution or ADR. ASEAN approach to ADR starts from avoidance or discouragement of
conflict or dispute prevention, designed above all to pre-empt the occurrence of any conflict or foreclose the
occurrence of any dispute in the first place. This could be achieved principally by promoting mutual
understanding and reciprocal assistance, thereby avoiding the possibility of a conflict or dispute from ever
arising. Once any conflict or dispute has arisen between any two or more ASEAN Members, there are ways
and means available within ASEAN to resolve it. It is in the interest of ASEAN Members to resolve and
settle any such conflict or dispute, which may slow down or delay the progressive process of integration
within the Association. Thus, it is in the common interest of ASEAN as a whole to eliminate and settle any
dispute or conflict that may arise between any two or more of its Member Nations.

To this end, every means and method of dispute resolution available under the United Nations
Charter, especially Article 33 of the UN Charter may be used. In addition, ASEAN will provide further
assistance within the Association to provide good offices and to serve as Third-Party to provide good
offices, enquiry, mediation, conciliation or arbitration without having to resort to the compulsory
jurisdiction of the International Court of Justice at The Hague, if available. Thus, under the ASEAN
International Agreement of 1987, as subsequently amended, an investment dispute between an ASEAN
national or company with ASEAN State Member for instance could be settled by an AD Hoc ASEAN
Arbitral Tribunal to be appointed in the final resort by the President of the International Court of Justice.
The first such AD Hoc Tribunal was appointed in the case of Yaung Chi Oo Trading Pte. Ltd. v.
Government of the Union of Myanmar ® in 2003. This example clearly illustrated the way which ASEAN
has worked out to resolve by peaceful means dispute of various kind, in particular investment dispute
within an ASEAN Investment Area by an ASEAN national or company and the ASEAN host country, in
the case under reference Yaung Chi Oo, a Singaporean investor company and the Government of Myanmar.
This intriguing question requires a separate treatment in great detail and constitutes another topic of vital
importance that requires a separate in-depth treatment and detailed discussion, specifically devoted to
ASEAN methods of Dispute Settlement, comparable to those in existence under ICSID, WTO, UNCTAD,
and ICC or International Chamber of Commerce in Paris.

7. ASEAN to Be Fifty

As ASEAN approaches the 50" Anniversary on 8" August 2017, it is apparent that ASEAN
member countries are prepared to greet each other and each and every citizen of ASEAN nationality with
warm wishes for this half century mark, and to look back in retrospect and evaluate the fruit of ASEAN
labour in each of ASEAN activities, as well as the achievements to be remembered without forgetting the
toil and labour invested in the collective task of ASEAN. It is worth remembering that the wealth and
happiness accrued today have been the products of ASEAN preceding generations.

For the Thais in particular, it should not be forgotten that ASEAN was conceived and achieved by
THAI initiatives and constructive effort. Every Thai compatriot should be reminded of the patience and
sacrifices contributed by their elders to ensure and reinforce the meaningful future of ASEAN. As a Thai,
this is a clear reminder of the leading role Thailand had played in the formation and fortification of the
ASEAN hub, and that to look back in retrospect Thailand could not deny or forsake Thailand’s part in
upholding ASEAN, and to this end Thailand must utilize all available energy and every imaginable
endeavour to recover its principal role as a full and primary initiating partner of the ASSOCIATION OF
SOUTHEAST ASIAN NATIONS (ASEAN). This is the prospect of the resumption of Thailand’s leading
part in clear and illuminated perspectives.

® See ASEAN Arbitral Tribunal, Yaung Chi Oo Trading Pte. Ltd. V. Government of the Union of Myanmar (Award) in International
Legal Materials ILM, 42, pp. 540-558, May 2003. The American Society of International Law.
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Abstract

In Thailand, drug policy, including marijuana policy, has been extremely conservative. However, the drug
problem remains unresolved. This paper aims to analyze the problems related to marijuana policy in Thailand and, to
discuss possibility for alternative marijuana decriminalization policy. Statistical analysis and a documentary research
method are employed in this research. The results show that the number of marijuana offenders incarcerated increased
dramatically from 1,011 in 2006 to 4,531 in 2016, a 4.5-fold increase over one decade. In addition, the number of
alleged marijuana offenders was 12,396 in 2016. Over the same decade, government spending on drug policies
increased 3-fold to 10.68 billion baht in 2016. Moreover, in 2016, the total opportunity cost of drug prisoners was more
than 15.34 billion baht. From the amounts shown, the current policy is costly and has been largely unsuccessful;
therefore, marijuana decriminalization could be a sensible alternative for Thailand. The legal sanctions for growing,
possessing, and using small amounts of marijuana should be reduced to noncriminal sanctions such as warnings, fines,
and community service orders. In addition, investment in harm reduction and treatment services should be increased to
support the work done by medical professionals and social workers.

Keywords: Marijuana, decriminalization, policy, drugs, drug prisoners

1. Introduction

In recent decades, drug policy in Thailand has generally been extremely conservative. Thai
governments have emphasized suppression and severe punishment. Also, more than ten billion baht per
annum are spent on drug suppression, prevention, and treatment. However, the drug problem in Thailand
has not improved. The number of offenders Mincarcerated for drugs increased to 189,429 in 2016, as
shown in Figure 1.
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Figure 1 The number of drug offenders incarcerated for drugs from 2006-2016
Note. From the Department of Corrections, Ministry of Justice, Thailand.

In Thailand, marijuana has officially been an illicit drug since 1925 (Kanato et al., 2016, p. 63).
Thai marijuana policy has been extremely conservative. The number of cases related to marijuana averaged
16,125 per year from 2009-2014, peaking at 18,955 cases in 2013 (Poothakool et al., 2015, p. 2).
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At the global level, after several decades of the “War on Drugs,” some countries have
decriminalized illegal drugs. Recently, the number of countries implementing drug (including marijuana®)
decriminalization policy has increased to around 25-30 (Rosmarin & Eastwood, 2012). Moreover, in a
2011 report on the “War on Drugs,” the Global Commission on Drug Policy recommended adopting
decriminalization policy and investing in harm reduction services.

In Thailand, several researchers have studied marijuana decriminalization. For example,
Poothakool et al. (2015) proposed that Thailand should reduce the legal penalties for growing and
possessing small amounts of marijuana to noncriminal sanctions due to the economic costs of marijuana
criminalization policy, and the excess of criminal cases and prisoners the country must deal with. However,
Kanato (2015) noted that Thailand was unlikely to decriminalize marijuana right now because Thai society
perceived marijuana negatively.

2. Objectives
The objectives of this paper are as follows:
1) To analyze the problems associated with marijuana policy in Thailand, including the economic
cost.
2) To discuss possibility for marijuana decriminalization policy in Thailand.

3. Materials and methods

This paper employs both documentary research approach and statistical analysis. The statistical
data were mainly taken from the Department of Corrections, the Office of the Narcotics Control Board, and
the Ministry of Justice.

4. Thai marijuana policy and its cost

The Thai government has been proactive in drug suppression. The number of prisoners
incarcerated for drug offenses increased dramatically from 70,858 in 2006, to 189,429 in 2016. Moreover,
the proportion of drug offenders to total prisoners has increased significantly from 57.70 percent in 2006, to
72.39 percent in 2016, as shown in Table 1. Most of the drug offenses committed were methamphetamine
related. However, the number of prisoners incarcerated for marijuana offenses is small when compared with
the total number of prisoners incarcerated for all drug-related offenses, as shown in Table 2.

Table 1 The number of prisoners classified by nature of offenses

Nature of Offenses 31/3/2006 (No.) 31/3/2006 (%0) 1/4/2016(No.) 1/4/2016 (%)
Offences against property 26,150 21.29 26,636 10.18
Drug offences 70,858 57.70 189,429 72.39
Offences against life 10,822 8.81 13,441 5.14
Offences against the body 3,288 2.68 19,392 7.41
Others 11,691 9.52 12,789 4.89

Total 122,809 100.00 261,687 100.00

Note. From the Department of Corrections, Ministry of Justice, Thailand

Thai government policy on marijuana has emphasized suppression. The number of prisoners
incarcerated for marijuana offenses increased dramatically from 1,011 in 2006, to 4,531 in 2016, a 4.5-fold
increase over one decade, as shown in Table 2.

! Hall and Degenhardt (2009) reported that marijuana had been the most popularly used illicit drug by young people in rich countries
for two decades, and had recently become more popular throughout the world. Medical research has suggested that regular use of
marijuana during adolescence and adulthood could have adverse health effects.

10
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Table 2 The number of prisoners incarcerated for marijuana offenses compared to other drugs

31/3/2006 (No.) 31/3/2006 (%) 1/4/2016 (No.) 1/4/2016 (%)

Heroin 5,928 8.37 11,981 6.32
Marijuana 1,011 1.43 4,531 2.39
Methamphetamine 63,066 89.00 168,055 88.72
Others 853 1.20 4,862 2.57
Total 70,858 100.00 189,429 100.00

Note. From the Department of Corrections, Ministry of Justice, Thailand

Based on 2016 arrest statistics, the number of alleged marijuana offenders was 12,396, as shown in
Table 3. Most of these offenders were in possession of marijuana (70.69 percent) or had consumed
marijuana (12.96 percent). Some offenders possessed marijuana for sale (5.45 percent) or were caught

selling marijuana (2.63 percent).

For marijuana production, the number of alleged offenders was 983 in 2016, accounting for 7.93

percent of all alleged marijuana offenders.

Poothakool et al. (2015, p. 62) reported that most alleged

offenders producing marijuana were growers who had 1-3 marijuana plants. From 2009-2014, the number
of alleged offenders producing marijuana was 3,404. Among these offenders, 2,166 (about 64 percent) were

growers who had 1-3 marijuana plants.

Table 3 The number of alleged offences related to marijuana

Charge 1/5/2016 (No.) 1/5/2016 (%)
Consumption 1,606 12.96
Possession 8,763 70.69
Possession for sale 5.45
Sale 2.63
Production 7.93
Export and Import 0.34

Total 12,396 100

Note. From the Office of the Narcotics Control Board, Ministry of Justice, Thailand

Over last decade, the Thai government has significantly increased spending on drug policy, as
shown in Figure 2. The budget increased from 3,691.64 million baht in 2006, to 10,685.24 million baht in

2016, a 3-fold increase over one decade.
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Figure 2 The Thai government budget for drug policy from 2002-2016
Note. From the Department of Corrections, Ministry of Justice, Thailand
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For drug treatment, the government increased the budget significantly from 800.47 million baht in
2006, to 3,766.77 million baht in 2016, as shown in Table 4. Windle (2016) reported that Thailand had
three options for drug treatment: community outpatient treatment, compulsory treatment centers (98 centers
in 2010), and treatment in prisons. In 2010, 60 percent of drug patients were treated in compulsory
treatment centers, 25 percent attended community outpatient treatment, and 15 percent were sent to prison.

Lertpanichpan (2013, p.101) pointed out that according to the Narcotics Act of 2522 (Article 94),
drug users should be given the opportunity to use voluntary treatment services without getting criminal
records. However, in practice, it is very difficult for users to receive voluntary treatment due to
insufficiencies in the treatment services offered and the fear of arrest. Therefore, Article 94 of this act has
not been effectively implemented.

Table 4 The Thai government budget for drug policy

2006 (Mil. Baht) 2006 (%0) 2016 (Mil. Baht) 2016 (%)

Drug Prevention 1,534.68 41.57 3,584.92 33.55
Drug Suppression 1,356.49 36.75 3,333.55 31.20
Drug Treatment 800.47 21.68 3,766.77 35.25
Total 3,691.64 100.00 10,685.24 100.00

Note. From the Department of Corrections, Ministry of Justice, Thailand

Regarding prisoners incarcerated for drugs offenses, there are at least two economic costs:
government spending and opportunity cost?, which is estimated from prisoners lost earnings as being at
least equal to the minimum wage. The Department of Corrections (Ministry of Justice) reported in 2015
that the cost was 45,566.18 baht per prisoner per annum. This cost comprised of prison management
(39,936.72 baht per prisoner per year), prisoner development (1,329.18 baht), and drug treatment (4,300.28
baht).

Based on the minimum wage, in 2016 of 300 baht per day and 270 working days per year, the
opportunity cost was at least 81,000 baht per prisoner per year. For 189,429 drug prisoners in 2016, the total
opportunity cost was 15.34 billion baht. The opportunity cost exceeds total government spending on drug
policy (10.68 billion baht in 2016).

In summary, implementing drug policy in Thailand has been costly. Moreover, the policy has
been unsuccessful.

5. Decriminalization: an alternative policy

Rosmarin and Eastwood (2012) stated that after 50 years of the “War on Drugs,” global rates of
drug use are still high. Some countries have decriminalized the possession and personal use of drugs to
reduce government expenditure. In addition, some countries have increased investment in harm reduction
services to reduce the destructive impact of drug use. Currently, around 25-30 countries such as Belgium,
Portugal, Mexico, and Chile have adopted a decriminalization policy.

In the United States®, in October 1973, Oregon began to have marijuana decriminalization. The
offense of possession of less than 1 oz. of marijuana became only a civil violation, with a maximum penalty
of a $ 100 fine. Within 5 years, ten other states had similar decriminalization. Single (1989), based on
documentary research studies, concluded that the marijuana decriminalization of these states reduced the
total cost of marijuana enforcement substantially without increasing the negative effect on health associated
with use. In addition, the marijuana decriminalization had little impact on rates of use.

At this time, Thailand still maintains an extremely conservative drug policy. However, several
individuals, groups, and organizations have suggested that Thailand should decriminalize drugs to some
degree.

2 Opportunity cost is defined as “whatever must be given up to obtain some item” (Mankiw, 2004, p.51)
% Recently, eight states have legalized both medical and recreational use of marijuana. In addition, twelve states have
both medical marijuana and decriminalization laws.
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In 2011, the International Drug Policy Consortium (IDPC) and the Transnational Institute (TNI)
recommended that the Thai government should decriminalize the use, possession, and production of
kratom* (Tanguay, 2011). Tanguay (2011) reported that kratom had been popular in the south of Thailand
for decades without problematic use; therefore, criminalization of kratom was counterproductive.

Lertpanich (2013) suggested that a conservative drug policy with vigorous suppression could not
be successful in Thailand. At the same time, drug legalization, i.e., marijuana legalization, would not be
acceptable to society in Thailand. However, a decriminalization policy with preventative measures and
good treatment services, as a middle approach, could be more acceptable.

Regarding marijuana policy in Thailand, some characteristics of a possible decriminalization
model are given as follows:

First, the legal penalties for growing, possessing, and using small amounts of marijuana should be
reduced to noncriminal sanctions. From 2009 to 2014, 64 percent of alleged marijuana producers were
growers who had 1-3 plants. These minor growers should not be criminalized.

Secondly, noncriminal sanctions (or administrative penalties) for growing, possessing, and using
small amounts of marijuana, should be warnings, fines, and community service orders because it is
counterproductive to society for people with small amounts of marijuana to have criminal records.

Thirdly, the role of medical professionals and social workers in marijuana harm reduction and
treatment programs should be increased. Furthermore, investment should be increased in harm reduction
programs and treatment services, partly because decriminalization may direct more marijuana users toward
treatment facilities.

Finally, the marijuana decriminalization will have positive effects because criminal justice costs
and government spending will be reduced. Moreover, people who grow, possess, and use small amounts of
marijuana will avoid the negative impact of a criminal conviction.

6. Conclusion

In Thailand, drug policy, including marijuana policy, is very conservative. The number of
prisoners incarcerated for drug-related offenses increased dramatically from 70,858 in 2006, to 189,429 in
2016. Most drugs cases were related to methamphetamine offenses. The number of prisoners incarcerated
for marijuana offenses increased rapidly from 1,011 in 2006, to 4,531 in 2016, a 4.5-fold increase over one
decade. In addition, the number of alleged marijuana offenders was 12,396 in 2016. Over the same decade,
government spending on drug policy increased 3-fold to 10.68 billion baht in 2016. Moreover, in 2016, the
total opportunity cost of drug prisoners was at least 15.34 billion baht. Therefore, implementing drug policy
for marijuana offenses has proved both expensive and unsuccessful.

Marijuana decriminalization is a possible alternative for Thailand. The government could reduce
the penalties for growing, possessing, and using small amounts of marijuana to noncriminal sanctions such
as warnings, fines, and community service orders. In addition, investment in harm reduction and treatment
services should be increased to support the work done by medical professionals and social workers.

7. References

Hall, W., & Degenhardt, L. (2009). Adverse health effects of non-medical cannabis use, The Lancet, 374,
1383-91

Kanato, M., et al. (2016). Policy and management of Marijuana problem: Cases study of England and
United State of America, Khon khaen University (in Thai).

Kanato, M. (2015). The possibility of arijuana decriminalization. Submitted to the Office of the Narcotics
Control Board, Ministry of Justice (in Thai).

Lertpanichpan, S. (2013). The study of narcotics law: Cases study of Japan, France, Switzerland, Germany,
Portugal, England, and United State of America, Ministry of Justices, Thailand (in Thai).

Mankiw, N. G. (2004). Principles of Economics (3" ed.). Ohio: Thomson South-Western.

# Kratom is an illicit drug in Thailand. Based on the Narcotics Act of 2522, kratom is classified in the same category as
marijuana (Sakchai Lertpanich, 2013, p.59).

13



RJSH Vol. 4, No. 2, July - December 2017, pp.9-14 TERDUDOMTHAM

Poothakool, K., Terdudomtham, T., & Kraekam, S. (2015). The study of cases related to drug production
and possession (Marijuana and Kratom), Submitted to the Office of the Narcotics Control Board,
Ministry of Justice (in Thai).

Rosmarin, A., & Eastwood, N. (2012). A quiet revolution: Drug decriminalisation policies in practice
across the globe, Release Publication.

Single, E. W. (1989). The impact of Marijuana decriminalization: An update, Journal of Public Health
Policy, 10(4), 456-466.

Tanguay, P. (2011). Kratom in Thailand: Decriminalisation and community control?, Transnational
Institute, Retrieved March 15, 2017, from https://www.tni.org/en/briefing/kratom-thailand-
decriminalisation-and-community-control

Windle, J. (2016). Drug and drug policy in Thailand, Foreign Policy at Brookings. Brookings Institute,
Retrieved April 20, 2017, from https://www.brookings.edu/wp-
content/uploads/2016/07/WindleThailand-final.pdf

14



Available online at www.rsu.ac.th/rjsh RJSH Vol. 4, No. 2, July - December 2017, pp.15-21
ISSN 2286-976X / Online: ISSN 2539-5513 © 2014 Published by Rangsit University

Arrest Warrant Alert System (AWAS)
Jomdet Trimek®" and Jirabhop Bhuridej?
YInstitute of Criminology and Justice Administration, Rangsit University, Pathumthani 12000 Thailand
2Division 1, Crime Suppression Division (CSD), Central Investigation Bureau,
Royal Thai Police, Bangkok 10330 Thailand
*E-mail: jomdet@rsu.ac.th; 2E-mail: jirabhop@gmail.com

“Corresponding author

Submitted 20 May 2017; accepted in final form 19 November 2017

Abstract

The research on the Arrest Warrant Alert System (AWAS) aims to 1) study the possibility of using the Arrest
Warrant Alert System to arrest the offenders, 2) survey the users’ acceptance through Technology Acceptance Model,
and 3) propose the guidelines for developing the efficiency of the Arrest Warrant Alert System to track fleeing
offenders.

The researcher used the following mixed methods. First, the researcher conducted in-depth interviews with
three authorities who approved the use of the Arrest Warrant Alert System in the investigation work: a police station
administrator, a technology and information administrator of the Royal Thai Police, and an administrator of the Royal
Thai Police. Second, the researcher surveyed the users’ acceptance of Technology Acceptance Model by using the
questionnaires with 54 investigation officers.

The research results found that the authorities approving use of the Arrest Warrant Alert System in the
investigation work expressed the opinions that the highest-level administrators should have in place the clear and
continuous policy. If the administrators wanted to order the investigation officers to do anything, they should determine
the awards and penalty to enable the investigation officers to efficiently comply with the order. As for the analytical
results of the investigation officers’ acceptance, the researcher found that the police officers thought that the Arrest
Warrant Alert System was very beneficial to the operation at a high level (X=3.78, S.D.=0.51).The ease of use of the
Arrest Warrant Alert System was at a high level (X =3.52, S.D.=0.43). The police officers had good attitudes toward
the system at a high level (X =3.61, S.D.=0.19). The police officers intended to use the Arrest Warrant Alert System at
a high level (X=3.87, S.D.=0.58). However, the system acceptance of the police officers aged over 40 was
significantly less than that of the police officers aged below 40.

Keywords: Arrest Warrant, Alert System, Royal Thai Police, social security number

1. Introduction

There are 152,148 arrest warrants remaining in the Royal Thai Police Database (Central
Information Technology Centre, Royal Thai Police, 2016). Within this, it was found that the tracking of a
suspect’s workplace via social security number was the most successful factor leading to the arrests
(Bhuridej, 2014). The researcher therefore studied the possibility of using the Alert System to arrest the
offenders. This research surveyed the users’ acceptance of Technology Acceptance Model (Davis, 1989) to
determine the viability of the Arrest Warrant Alert System and to find ways in which its efficiency in
tracking the fleeing offenders can be increased.

2. Objectives
1) To study the possibility of using the Arrest Warrant Alert System to arrest the offenders under the
arrest warrant.
2) To survey the users acceptance of the Technology Acceptance Model.
3) To propose the guidelines for developing the efficiency of the Arrest Warrant Alert System to
track fleeing offenders.
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3. Methods
The researcher used the mixed method by testing at the administrator level and the operation
officers’ level as follows:

3.1 The administrator level

The researcher conducted in-depth interviews with three authorities who approved the use of the
Arrest Warrant Alert System in the investigation work: a police station administrator, a technology and
information administrator of the Royal Thai Police, and an administrator of the Royal Thai Police.

3.2 Operation officers’ level

The researcher surveyed the users’ acceptance of Technology Acceptance Model by using
questionnaires. Investigation officers participating in the evaluation consisted of commissioned police
officers and non-commissioned police officers. The researcher explained and demonstrated the function of
the Arrest Warrant Alert System to the evaluators and ordered both groups to use the experimental Arrest
Warrant Alert System through the smartphone to predict the place where the offenders might hide and
evaluate the system acceptance. The acceptance scores were as follows:

Level Average Score Meaning
5 4.21-5.00 Highest
4 3.41-4.20 High
3 2.61-3.40 Medium
2 1.81-2.60 Low
1 1.00-1.80 Lowest
4, Results

The Arrest Warrant Alert System developed by the research team of Police Colonel Dr. Jirabhop
Bhuridej, Superintendent 1, Suppression Division connects the information on the social security
registration with the arrest information remaining in the system of the Royal Thai Police, and alerts the
police station about the place where the offenders go to work in the responsible areas of the police stations.
The users or investigation officers wait for the results of alerting the places where the offenders flee to
work, leading to the arrest of the offenders. The researcher would like to propose the research results
divided in accordance with three objectives as follows:

4.1 The possibility of using the Arrest Warrant Alert System to arrest the offenders

According to the interview results, the police station administrator expressed the opinions that the
Arrest Warrant Alert System is beneficial to the investigation, the police station administrator is pleased to
use the Arrest Warrant Alert System in the investigation work in his police station and he orders the
investigation officers to immediately use the mentioned system in the investigation work. The police station
administrator mentioned the system as follows:

“l can order the investigation officers to use the system in accordance with the superintendents’
policy. | think that the Arrest Warrant Alert System is especially beneficial to the investigation
officers who do not have the experience in the investigation because they can use the system to
search the information”.

(Police station administrator)

The police station administrator added that, despite the difficulties, the police officers are pleased
to comply with the high- level chiefs> orders. For example, in 2014, the investigation officers in each police
station were ordered to compile the arrest warrants and ask for all new arrest warrants from the court and
send them to the Command and Control Operations Center. They have to examine monthly whether the
offenders are arrested or whether the arrest warrants expire and whether the offenders pass away because
they have to update the information in the system. Although the mentioned order increases the burdens to
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the police officers, the investigation officers are pleased to do so because it is beneficial to the Royal Thai
Police.

Next, the researcher interviewed the technology and information administrator of the Royal Thai
Police whose duties are to supervise the central information system of the Royal Thai Police and Police
Information System. After the researcher demonstrated the experimental Arrest Warrant Alert System to the
technology and information administrator of the Royal Thai Police, the interviewee said that the Arrest
Warrant Alert System is the Quality Alert System and should be considerably used in the Royal Thai Police.
The administrator expressed the opinions as follows:

«To order the investigation officers to use any systems, it is necessary to think that the investigation
officers are users so the users do not have to complete the information. We know that several
investigation officers are old and do not want to use any technology. The investigation officers
only want the reports on the place of arrest. They do not want to complete and search the
information. This system indicates where the offenders hide. After that, the police officers in each
area are ordered to arrest the offenders. This system is very beneficial to the investigation officers.
The most updated arrest information of the Royal Thai Police is the information of the Command
and Control Operations Center not the information of the Criminal Registration Division-.

(The technology and information administrator of the Royal Thai Police)

According to the recommendations of the mentioned administrators, the researcher selected to
interview a high-level administrator of the Royal Thai Police, initiating use of Command and Control
Operations Center instead of the old warrant database system of the Royal Thai Police. After the researcher
introduced the administrator of the Royal Thai Police to The Arrest Warrant Alert System, the administrator
tried out the system and said that The Arrest Warrant Alert System is a good system which utilizes the
information on the social security registration to search the offenders.

4.2 The users acceptance of Technology Acceptance Model

After the system introduction and try-out with 54 investigation officers, the researcher surveyed the
users’ acceptance of Technology Acceptance Model by using questionnaires. The information on the
questionnaires was processed as follows:

4.2.1 Basic information

Table 1 Gender

Gender Frequency Percentage
Male 53 98.14
Female 1 1.86
Total 54 100.00

According to Table 1, there were 54 respondents. The researcher found that almost all of the
investigation officers were male There was only one female police officer who performed the
administrative duties.

Table 2 Age
Age Frequency Percentage
20-29 10 18.52
30-39 13 24.07
40-49 19 35.19
50 -60 12 22.22
Total 54 100.00

According to Table 2, 35.19% of the investigation officers were 40-49 years old. Twenty-four
point zero seven percent of the investigation officers were 30-39 years old. Twenty-two point two two
percent of the investigation officers were 50-60 years old. No police officers were below 20 years old.
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Table 3 Rank
Rank Frequency  Percentage
Inspectors 2 3.70
Deputy inspectors 6 11.11
Non-commissioned police officers 46 85.19
Total 54 100.00

According to Table 3, 85.19% of the investigation officers were non-commissioned police officers.
Eleven point one one percent of the investigation officers were deputy inspectors. Three point seven zero
percent of the investigation officers were inspectors.

4.2.2 The analytical results of the users> acceptance of Technology Acceptance Model
According to the analytical results of the investigation officers> acceptance, the researcher found
that most of the police officers were satisfied to learn and try out the system:

Table 4 Technology Acceptance Model

Technology Acceptance X S.D. Mean
The Arrest Warrant Alert System is beneficial to the operation 3.78 051 High
Ease of use of the Arrest Warrant Alert System 3.52 0.43 High
The system users had good attitudes toward the system 361 0.19 High
The users intended to use the Arrest Warrant Alert System 3.87 0.58 High

According to Table 4, the analytical results of the investigation officers’ acceptance were as
follows: After considering each aspect, the researcher found that the police officers thought that the Arrest
Warrant Alert System is beneficial to the operation at a high level (x=3.78, S.D-051). Ease of use of the
Arrest Warrant Alert System was at a high level (x=352, S.D-0.43). The system users had good attitudes
toward the system at a high level (x=3.61, S.D=0.19). The users intended to use the Arrest Warrant Alert
System at a high level (x-3.87, SD-058).

According to difference in system acceptance among different age groups, the researcher found
that the system acceptance of the police officers aged over 40 was significantly different from that of the
police officers aged below 40 at the level of .05 as follows:

Table 5 Technology Acceptance Model (Age)

Technology Acceptance Age N X SD T p
e The Arrest Warrant Alert System is beneficial to A <40 23 4.16 0.64 4.11 0.00%*
the operation
o Ease of use of the Arrest Warrant Alert System A=40 31 3.50 0.50
e The system users had good attitudes toward the A <40 23 3.87 0.57 481 0.00*
system A>40 31 3.26 0.25
e The Arrest Warrant Alert System is beneficial to A<40 23 4.02 091 343 0.00*
the operation A>40 31 330 064
A<40 23 413 0.63 3.08 0.00*
o Ease of use of the Arrest Warrant Alert System
A>40 31 3.68 0.46

*p<0.05

According to Table 5, the researcher found that the system acceptance of 23 police officers aged
below 40 was significantly different from that of 31 police officers aged 40 and above at the level of .05 in
every aspect.
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Table 6 Technology Acceptance Model (Rank)

Technology Acceptance Rank N X SD t p

e The Arrest Warrant Alert System is beneficial  Non-commissioned 46 374 068  -153 0.15
to the operation —
o Ease of use of the Arrest Warrant Alert System Commissioned 8 4.00 038

Non-commissioned 46 342 048 359  0.00«

e The system users had good attitudes toward
the system Commissioned 8 406 035

e The Arrest Warrant Alert System is beneficial Non-commissioned 46 355 088 -183 0.09

to the operation

Commissioned 8 394 048
Non-commissioned 46 380 053 208 004«

o Ease of use of the Arrest Warrant Alert System
Commissioned 8 425 071

#p<0.05

According to Table 6, the results of testing different acceptance of the commissioned police
officers and the non-commissioned police officers found the followings: There was different acceptance of
the ease of use of the system and intention to use the system. As for the easy use of the system, the
researcher found that the commissioned police officers” acceptance (X=4.06 S.D.=0.35) was higher than
the non-commissioned police officers’ acceptance (x=3.42, S.D.=0.48). There was difference at the
statistical significance level of .05. As for the intention to use the system, the researcher found that the
commissioned police officers significantly and more considerably intended to use the system (X =4.25
S.D.=0.71) than the non-commissioned police officers (x=3.80 S.D.=0.53) at the level of .05.

4.3 The guidelines for developing the efficiency of The Arrest Warrant Alert System to track the
fleeing offenders

The police station administrator expressed the opinions that if people concerned want the police
officers to use the system throughout the country, they should connect the mentioned system with the
Command and Control Operations Center. The high-level chiefs of the Royal Thai Police have to order
every police station to use the system, examine the information on the expiry, arrest of the offenders, and
death of offenders. Moreover, the administrator of the Royal Thai Police expressed the following opinion:

«However, investigation is not the mathematics but the behavior of predicting where the offenders
are”,
(The administrator of the Royal Thai Police)

Finally, the administrator of the Royal Thai Police said that if the highest-level administrator wants
to order the investigation officers to do anything, he has to have the clear and continuous policy and
determine the awards and the penalty to enable the operation officers to efficiently follow the order.

5. Conclusion

The research results found that the administrators approve the use of the Arrest Warrant Alert
System in the investigation work. As for the possibility of using the Arrest Warrant Alert System to arrest
the offenders, the researcher found that three administrators agreed with us the system to arrest the
offenders. According to the survey of the users’ acceptance through Technology Acceptance Model by
using questionnaires, the researcher found that system acceptance was at a high level. The system
acceptance of the investigation officers aged 40 or above was significantly less than that of the investigation
officers aged below 40.
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Abstract

This article focuses on the study of the cyber-attacks and digital economy in India during 2004 — 2015 in
order to 1) to find out the types and patterns of all cyber-attacks in India during 2004 — 2015, 2) to investigate the
relationship between GDP of India and the cyber-attacks in India during 2004 — 2015, and 3) to compare the cyber-
attacks between India and Thailand during 2012 — 2015 due to the availability of data. Frequency, percentage, mean,
standard deviation, and Pearson's Product-Moment Correlation are the statistics employed for data analysis. The level of
significance was set at .05.

The results were as follows: 1) There were 310,146 attacks, or approximately 25,846 attacks per year during
2004 to 2015 in India, 2) In aspect of techniques of the attacks, there were big four in India during 2004 — 2015: abusive
content, information security, intrusions, malicious code, 3) In overall, there has been an upward trend of cyber-attacks
in India since 2004 — 2014, except in 2015 due to the implementation of “Digital India” program. In categorical level,
two absolute different trends — upward and downward trends occurred in India. The upward trend focuses on all crowd
— oriented cyber-attacks of information gathering, information security, malicious code, and others whereas the
downward trend focused on individual-oriented cyber-attacks such as abusive content, intrusions, and fraud, 4) there
were quite high positive relationship between GDP of India and the cyber-attacks in India during 2004 — 2015 in the
overall level at the .01, and categorical level, fraud, information gathering, and malicious code had high positive
relationships with GDP of India at the .01, and with intrusions and other at .05; and 5) In overall, the amount of cyber-
attacks of Thailand (Z score = 6.47) was higher than India (Z score = 5.18). In categorical level, Thailand had more
serious cyber-attacks than India with approximately 1.48 S.D. in malicious code and approximately 0.76 S.D. in
intrusions.

Keywords: Cyber-attacks, digital economy, India, 2004 — 2015

1. Introduction

According to her long plan, India Vision 2020, India has changed herself to be a developed
country in the year of 2020 by transforming from product-based economy to digital economy since 1993, in
which her Vision about Technology in India Vision 2020 was set by Technology Information, Forecasting
and Assessment Council (TIFAC). In addition, the emerging of “Digital India” program since 2014 in order
to prepare India’s readiness for digital economy will accelerate the growth of Indian digital economy in
India for supporting 462,124,989 Internet Users, 34.83% of total population, on July 2016.
(Kalam & Rajan, 1998; CMAI, 2014; Blasi et al., 2015; Department of Electronics and Information
Technology, Ministry of Electronics and Information Technology, Government of India, 2015; Internet
Live Stats, 2016.) However, the transformation towards new economy has a big cost of more innovative
and sophisticated cyber-attacks which directly compromises CIA triangle of information security of India
and Confidentiality-Integrity-Availability. These attacks decelerates the growth of digital economy
(Whitman & Mattord, 2003; Whitman & Mattord, 2008; Whitman & Mattord, 2012; Gnanasambandam et.
al., 2012; Durand & Vergne, 2013; Boyle & Panko, 2015; Tapscott, 2015; Deloitte, 2015; Nedeltchev,
Gopalratnam, & Tirumala, 2015) For India, according to data since 2004 of Indian Computer Emergency
Response Team (CERT-In, 2016), there are 310,146 attacks, or approximately 25,846 attacks per years.

According to the above-mentioned concern, this article has three focuses on India in order to get
the basic information about cyber-attacks in India and the lessons for the implementation of digital
economy of Thailand as follows: 1) to find out the types and patterns of all cyber-attacks in India during
2004-2015, 2) to investigate the relationship between GDP of India and the cyber-attacks in India during
2004-2015, and 3) compare the cyber-attacks between India and Thailand during 2012-2015 due to the
availability of Thai data.
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2. Digital India

The Digital India has been adopted by Prime Minister Narendra Modi since 2014. It is an umbrella
program, run by Department of Electronics and Information Technology (DeitY) for many government
Ministries and Departments under a single vision of the Government of India in order to prepare and
promote “citizen empowerment and inclusion” and “digital economy / knowledge economy” in India. It has
lots of consultations from many entities such as government, industry, civil society and citizens. It also
employs the “myGov” (http://mygov.in/) — a digital platform by DeitY — for facilitating, collaborating and
participating the program. In general, the program centered on 3 key areas — info-structure for every citizen,
public services on demand, promotion of digital literacy and IT access of every citizen. In addition, there
are nine strategies / pillars in this program: broadband highways, universal access to mobile connectivity,
public internet access program, e-Governance reforming government through technology, e-Kranti or
electronic delivery of services, information for all, electronics manufacturing, IT for jobs and early harvest
programs. Each of these strategies is run across multiple ministries and departments (Department of
Electronics and Information Technology, Ministry of Electronics and Information Technology, Government
of India, 2015; Deloitte, 2015).

3. Type of Information Attacks

Cyber-attacks are any acts by threat agents for compromising the security of victims’ devices for

the interest of attackers (Whitman & Mattord, 2003; Whitman & Mattord, 2008; Whitman & Mattord,
2012). There are various classification of information attacks (Whitman & Mattord, 2003; Whitman &
Mattord, 2008; Whitman & Mattord, 2012; Oz, 2009; Brown, C.V. et al., 2014; Marakas & O’Brien, 2014;
Valacich & Schneider, 2014; Boyle & Panko, 2015; Laudon & Laudon, 2016; European Computer Security
Incident Response Team Network, 2003).
In this paper, eCSIRT’s taxonomy will be employed for data analysis because it is the standardized
framework which covers all above-mentioned classifications. In addition, it is very convenient for
comparing with cyber-attacks in Thailand, which employs this classification for national cyber-security
(Gohwong, 2016a).

European Computer Security Incident Response Team Network (eCSIRT) employs the WP4
Clearinghouse Policy - Release 1.2, the common framework for information security — classified by Jimmy
Arvidsson in 2003, as follows: abusive content (spam, harassment, child/sexual/ciolence), malicious code
(virus, worm, Trojan, spyware, Dialer), information gathering (scanning, sniffing, social engineering),
intrusion attempts (exploiting of known vulnerabilities, login attempts, new attack signature), intrusions
(privileged account compromise, unprivileged account compromise, application compromise), availability
(DoS, DDoS, Sabotage), information security (unauthorized access to information, unauthorized
modification of information), fraud (unauthorized use of resources, copyright, masquerade), and otherall
incidents which don't fit in one of the previous categories (European Computer Security Incident Response
Team Network, 2003).

4. Methodology

This study is a quantitative research. The data for analysis were 1) the cyber-attacks data during
2004 — 2015 from Indian Computer Emergency Response Team (CERT-In, 2016) for analyzing the types
and patterns of all cyber-attacks in India during 2004 — 2015, 2) the cyber-attacks data during 2012 — 2015
from MICT of Thailand (MICT of Thailand, 2016) for comparing India and Thailand, and 3) GDP data
from World Bank (World Bank, 2016) for finding out the relationship between GDP of India and the cyber-
attacks in India during 2004-2015. The statistics employed in this study are frequency, percentage, mean,
standard deviation, Pearson's Product-Moment Correlation. The level of significance is set at .05.

5. Findings

5.1 Types and patterns of all cyber-attacks in India during 2004 — 2015
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All cyber-attacks in India during 2004 — 2015 are shown in Table 1 and Figurel.

Table 1 Types
(N=12)

and patterns of all cyber-attacks in India during 2004-2015

eCSIRT's
classification

India 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 Total

Abusive content

Information security

Intrusions

Malicious code

Other
Information
Fraud
Availability

Intrusion Attempts

0
0

0
0

0
0

305
0

285
0

981
0

2480 8150 54677 85659

25037

152537

26244 51281

0 0 0 835 6548 6344 4394 4591 5265 7286 961 36224

95 19 358 408 596 1817 2765 3149 4160 4307 9830 27509

5~ 00 o o o

18 17 264 148 160 188 1240 2417 3484 3610 8213 19763

1
2
3
4
5
6 40 177 223 265 303 477 1748 2866 3239 3317 3673 16339
7 101 339 392 604 374 508 674 887 955 1122 534 6493

N/A 0 0 0 0 0 0 0 0 0 0 0 0

N/A 0 0 0 0 0 0 0 0 0 0 0 0

Total

23 254 552 1237 2565 8266 10315 13301 22060 71780 130338 49455 310146

Note. 1 = Spam, 2 = Website Defacements, 3 = Website Compromise (Website Intrusion) and Malware Propagation, 4
= Virus / Malicious Code, 5 = Others, 6 = Network Scanning/Probing, 7 = Phishing
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Figure 1 Amount of overall cyber-attacks in India during 2004-2015

The

1)

2)

3)

findings were found as follows:

There are 310,146 attacks, or approximately 25,846 attacks per year in India during 2004 —
2015.

According to Figure 1, in overall, there has been an upward trend of cyber-attacks in India
since 2004 — 2014. After that, due to the implementation of “Digital India” program on info-
structure, online governmental services, and IT literacy since 2014, it becomes the downward
trend in which 62.1% deceased from 2014.

In categorical level, there are two absolute different trends according to techniques of cyber-

attacks — upward and downward trends. The upward trend in pattern I, shown in figures 5 — 8,
comprises all crowd — oriented cyber-attacks as follows: information gathering (network
scanning / probing), information security (website defacements), malicious code (virus), and
other attacks such as email spoofing (2004-2006) whereas the downward trend in pattern 11,
shown in figures 1 — 4, focuses on individual-oriented cyber-attacks such as sbusive content
(spam), intrusions (website compromise / website intrusion and malware propagation) and
fraud (phishing).
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Figure 2 Abusive content in India during 2004-2015
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Figure 5 Information gathering in India during 2004-2015

Information security
30000

25000
20000
15000
10000

5000

0
2002

2004 2006 2008 2010 2012

2014

2016

Figure 6 Information security in India during 2004-2015
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Figure 8 Other attacks in India during 2004-2015

4) In aspect of techniques of the attacks, there are big four in India during 2004-2015 (see
Table 2): abusive content, information security, intrusions, and malicious code. The big four
cyber-attacks can be categorized into two groups: crowd-oriented cyber-attacks (information
security and malicious code) and individual-oriented cyber-attacks (abusive content and
intrusions). The first group has in the upward trend though its number of attacks is less than
the latter group. In contrast to the first one, the latter one has downward trend though abusive
content which is the highest and intrusions is in the third place. However, spam as one
technique in abusive content is the highest cyber-attacks with almost 50% in India.

Table 2 Overall of cyber-attacks in India during 2004-2015

(N=12)
eCSIRT's classification India Total Mean
Abusive content Spam 152537 12711.42
(49.18)
Information security Website Defacements 51281 4273.42
(16.53)
Intrusions Website Compromise (Website Intrusion) 36224 3018.67
and Malware Propagation (11.68)
Malicious code Virus / Malicious Code 27509 2292.42
(8.87)
Other Others 19763 1646.92
(6.37)
Information gathering Network Scanning/Probing 16339 1361.58
(5.27)
Fraud Phishing 6493 541.08
(2.09)
Availability N/A 0 0
(0.00)
Intrusion Attempts N/A 0 0
(0.00)
310146 25845.50
Total
(100.00)
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The association between GDP of India and the cyber-attacks in India during 2004-2015 is shown

in Table 3.
Table 3 The association between GDP of India and the cyber-attacks in India during 2004-2015
(N=12)
Cyber-attacks in India GDP (current US$)
During 2004 — 2015 r p
Abusive content 490 A1
Fraud .842 .00**
Information gathering .844 .00**
Information security .538 .07
Intrusions .691 .01*
Malicious code 777 .00**
Other .698 .01*
Total .666 .02*

* Significant at the .05 level, ** Significant at the .01 level

There are quite high positive relationship between GDP of India and the cyber-attacks in India
during 2004-2015 in the overall level at the .01, and categorical level, fraud, information gathering, and
malicious code have high positive relationships with GDP of India at the .01, and with intrusions and other

at .05.

5.2 Comparison between India and Thailand

The key purpose of this paper is to give an important lesson for Thailand; therefore, comparison of
cyber-attacks between India and Thailand is a must. However, due to the availability of data, comparison of
cyber-attacks between India and Thailand was conducted only during 2012-2015. In addition, Z-score,
shown in Table 4, was employed in this study for standardizing cyber-attacks data from two different
sources, which had different amount, data collection methods and mean (Rowntree, 2000; Rumsey, 2011).

Table 4 Z-score of cyber-attacks between India and Thailand during 2012-2015

Z-score of cyber-attacks during 2012 - 2015 India Thailand
Abusive content 251 -0.79
Availability -0.65 -0.79
Fraud -0.57 1.44
Information gathering -0.37 -0.74
Information security 0.44 -0.80
Intrusions -0.26 0.76
Intrusion Attempts -0.65 0.23
Malicious code -0.19 1.48
Other -0.27 -0.80

Total 5.18 6.47
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Table 5 Types and patterns of all cyber-attacks in Thailand during 2012-2015

(N=4)
eCSIRT's classification Thailand
Malicious code 3439
(31.51)
Fraud 3376
(30.93)
Intrusions 2358
(21.60)
Intrusion Attempts 1559
(14.28)
Information gathering 99
(0.92)
Abusive content 32
(0.29)
Availability 26
(0.24)
Other 19
(0.17)
Information security 7
(0.06)
Total 10915
(100.00)

Table 6 GDP between India and Thailand during 2012-2015

Year India Thailand
2012 $1,444.27 $5,859.92
2013 $1,456.20 $6,171.26
2014 $1,576.82 $5,941.84
2015 $1,581.59 $5,814.86

Note. GDP per capita (current US$)
Source: World Bank, 2016a, 2016b

According to the data from Tables 4, 5 and 6, in overall, the amount of cyber-attacks in Thailand
(Z score = 6.47), with greater GDP per capita than India, was higher than India (Z score = 5.18). In
categorical level, Thailand had more serious malicious code and intrusions — two top cyber-attacks of both
countries —than India with approximately 1.48 S.D. in malicious code and approximately 0.76 S.D. in
intrusions.

6. Discussion
Findings about cyber-attacks in India during 2004-2015

1) The finding about 310,146 attacks, or approximately 25,846 attacks per year in India during 2004-
2015 reveals one fact that the more access to Internet under digital economy since 1996, the less
information security (Whitman & Mattord, 2012).

2) In overall, there has been an upward trend of cyber-attacks in India since 2004-2014, except in
2015 due to the implementation of “Digital India” program, especially the third area — promotion
of digital literacy and IT access of every citizen (universal digital literacy) by universal access to
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digital resources, all documents such as certificates and entitlements on cloud, digital resources /
services in Indian languages, “myGov” as a key collaborative digital platform for participating the
program. People with good 11T knowledge do not easily become the victims of cyber-criminals.

3) In categorical level, two absolute different trends — upward and downward trends occur in India.
The upward trend focuses on all crowd — oriented cyber-attacks as follows: information gathering,
information security, malicious code, and other whereas the downward trend focuses on
individual-oriented cyber-attacks such as abusive content, intrusions, and fraud. These attacks of
the upward trend focuses on property rights and intellectual property, online anonymity, network
security (Himma & Tavani, 2008; Quinn, 2012; Quinn, 2015; Laudon & Laudon, 2016).

4) For the investigation of association between GDP of India and the cyber-attacks in India during
2004-2015, there are quite high positive relationship between GDP of India and the cyber-attacks
in India during 2004-2015 in the overall level at the .01, and categorical level, fraud, information
gathering, and malicious code have high positive relationships with GDP of India at the .01, and
with intrusions and other at .05. This findings support the previous findings in 6.1.1 that the more
access to Internet under digital economy, the less information security, and in 6.1.2 that almost of
cyber-attacks are attacks towards masses of people with high positive relationship such as
information gathering (r = .844), malicious code (r = 0.777), other (r = 0.698), except fraud
(r = 0.842) and intrusions (r = 0.691). It shows an interesting trend in India that the state of the art
and trend of cyber destruction in India focuses on mass deterioration.

In overall, an important lesson for Thailand from the previous findings is that India (Z score =
5.18) with lower value of GDP per capita faced cyber-attacks less than Thailand (Z score = 6.47) because
she had higher gap of digital “haves” and digital “have-nots” than Thailand. This kind of problem about
access to ICT equipment with Internet is digital divide, measured by ICT Development Index (IDI). This
standard tool, which full score is 10, has 11 indicators in three groups — access, use and skills. For instance,
in 2015, her IDI score 2.69 whereas Thailand was 5.36 (ITU, 2015). If IT is considered as a language,
people in the country with good IT literacy who can both use, read and write or code the programs do not
easily become the victims in digital setting. In addition, some people often have opportunistic behaviors by
committing cyber-crimes from their good knowledge on digital language. In other words, the more IDI
score, the more people with high IT literacy. That is why India with low IDI score mostly had cyber-attacks
in information gathering (network scanning / probing), information security (website defacements),
malicious code (virus), and other attacks such as email spoofing (2004-2006) — which are the crowd-
oriented cyber-attacks — because it is quite convenient for attackers to do this kind of cyber-attacks against
their victims who have low IT literacy about network security. On the other hand, Thailand with medium
IDI score mostly faced the problems from individual-oriented cyber-attacks such as intrusions (website
compromise / website intrusion, malware propagation), intrusion attempts, and fraud (phishing) because the
attackers must employ more sophisticated techniques against the networks of their victims who have fair IT
literacy.

In categorical level, Thailand had more serious malicious code and intrusions — two top cyber-
attacks of both countries —than India with approximately 1.48 S.D. in malicious code and approximately
0.76 S.D. in intrusions. The possible reason is that most of top Thai universities according to the top-100
Asia-Pacific universities of Webometrics, the leading E-university ranking, put great emphasis on
infrastructure / IT infrastructure in their undergraduate-level curriculum of management information
systems such as coding which is necessary for malicious code and intrusions. It is noteworthy that there was
not any university of India in the list (Webometrics, 2015; Gohwong, 2016b).

7. Conclusion

This article focuses on the study of the cyber-attacks and digital economy in India during 2004-
2015, by using data from Indian Computer Emergency Response Team (CERT-In) in order to (1) find out
the types and patterns of all cyber-attacks in India during 2004-2015, (2) investigate relationship between
GDP of India and the cyber-attacks in India during 2004-2015, and (3) compare the cyber-attacks between
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India and Thailand during 2012-2015. The findings give an important lesson for Thailand, which just fully
join the digital economy in 2014 that the more access to Internet under digital economy, the less
information security. In addition, it is not easy to find the balance between access and information security,
especially in digital economy (Whitman & Mattord, 2012; Tapscott, 2015; Gohwong, 2016).
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Abstract

Social and economic changes have provided advantages and negative outcomes. The changes lead
to huge developments in technology, science, economy and expanding community. However, the changes
cause disadvantages. Problems in environment, natural resources and society such as drug, poverty,
education and people with fewer opportunities have appeared and arisen. People in societies cannot respond
due to rapid changes, consequently, social institutions cannot decline the problems and leads to fear of
crimes. The study not only investigated on level of people’s fear of crime, but also research on comparative
people’s fear of crime aspect. Population in this research was at least 18 years old. The research conducted
in 79 police offices, which were metropolitan police offices, regional police offices, Southern Border
Provinces Police Operation Center, and Central Investigation Bureau. The study revealed that in overall out
of 6,319 samples had 2.30 average (X )(46.00%) on fear of crime aspect. Nonetheless, the study also
showed that the majority of samples fear of drug crime crisis in their community resulted at 2.48 average
(X) (49.60%). The Findings showed that gender, occupation and their types of fear of crime aspect have
significantly different in the aspect of fear of crime at high level. Therefore, governmental and private sectors
should collaborate to build effective programs of crime prevention. Safe areas should be promoted to women
such as residence, workplace, and public areas for the security of life and property. People shall avoid being
victims of crime.

Keywords: Crime, fear of crime, victims, offences

1. Rationale

The Royal Thai Police Statistic Report showed number of crimes toward five categories of crimes
(which consist of serious offence, body, life and sex offences, property offence, robbery and state crimes)
during 6 months in 2015, including analysis of crime trends. Firstly, 2,273 cases in serious offence were
informed and a murder case was a large number in serious offence. Secondly, body, life and sex offences
were informed 11,245 cases in 2015. Battery charge was high proportion and attempted murder charge,
respectively. Thirdly, property offence was informed 23,738 cases in 2015. Theft was a great number in
property offence, followed by malicious damage. Fourthly, robbery of vehicles was informed 5,537 cases.
Car robbery was informed 660 cases. Finally, state crimes were totally 245,552 cases in 2015. Weapons
charge was 19,760 cases and gamble was 25,883 cases in gamble. In addition, drug charge was 188,665
cases and sex trafficking was 11,135 cases (Royal Thai Police, 2015).

The Royal Thai Police said that although the number of criminal cases such as murder, battery,
rape, theft and robbery tended to reduce however, unstable in economy and high rate of unemployment lead
to increase crimes, practically property and drug (Royal Thai Police, 2015). Then, it is essential to prevent
increasing of crimes. Crimes cause loss to victims and people are fear and unsecure, as a result, it is direct
effect to living and daily life in societies. Feeling fear in crime makes the individual to predict high or less
rate on crime in that area. People are different level in fear of crime. People reside in the area of high rate
on crimes, then, they have high level in fear of crime. According to victims, they are more fear than
individual who feels insecure in daily life. As a result, it is important to research fear of crime. The
objectives of the study were to investigate the level of fear on crime and to compare the level of fear on
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crime in population. This research can assist to prevent crimes and serve security in life and property to
citizens as well as peace in society.

2. Literature Review

2.1 Definition of Fear on Crime

Meaning of fear on crime is defined by several domestic and international academic scholars.
Feeling of fear did not only happen to individual; however, it was replaced by attitude and feeling from
groups of people (Dammert et al., 2003). According to Amerio and Roccato (2005), fear of crime can be
agitation or anxiety of human related to insecurity of life and property. Fear of crime does not only happen
to the individual but also affect to people who have similar experiences on crime (ibid.).

Definition of fear on crime by Warr refers to human feeling in fear of crime (cited in Cordner,
2010). The feeling of such a fear or mistrust possibly affects to people. They will be panic and build their
behaviors against dangerous circumstances. Skogan determined that fear of crime is true in society and
politics and impacts on way of life and also affects to the individual and groups of people in society (cited
in Cordner, 2010). Fear can keep people into their residences and destroy trust of neighborhood. Skogan
believes that fear can be a factor to control quality of life for people in society.

An interest in fear of crime in USA was found in 1960 when conflicts and racism protests were
occurred. This social movement obviously led to survey victim of crime and modern era of searching in
criminology was discovered. Fear of victim on crime then becomes social problem since people risk to face
crime. Moreover, fear of crime is associated with crime rate. Even though crime rate is fallen; however, fear
of crime is not reduced (Parker & Ray, 2010).

2.2 Factor Related Emotion on Fear of Crime

According to fear of crime by Parker and Ray, it has been found that fear of crime is related to
social factors (Parker & Ray, 2010). It can be explained as follows:

Fear of crime and feeling in life security is that fear of crime toward life security is more
threatening than fear of crime regarding security of property.

Fear of crime and socialization determines that males have less fear of crime comparing with
females.

Fear of crime and environmental circumstance generally is surveyed by questions. The victims of
crime would be asked about their feeling of safe level when walking at night. Elements of environmental
circumstance are divided into various factors such as neighborhood, fear of darkness, knowledge of
weakness and feeling in different circumstances.

According to fear of crime and feeling in weakness, Hale (1996) found that fear of crime is closely
related to weakness or unstable. Knowledge of risk is taken to calculate risk rate.

Fear of crime and risk rate is strikingly different. According to a survey of victims, the relation
between fear of crime and risk seem to be contrast. This is because male employers who spend time with
entertainment venues have high risk rate to face crime but they are less fear of crime. On the other hand,
elder women have low risk rate but they are more fear of crime.

According to fear of crime and gender, British Crime Survey in 1996 found that males and females
are different in fear of crime when they face the same situation. Fifty-eight percent of female is fear of
crime when walking at night but only 12 % of male is fear of crime when travelling at night.

According to fear of crime and physical environment, fear of crime appears and is connected with
societies. Narrow, unclean and dark places areas in societies have presented unfriend image to people.

According to fear of crime and adult lifestyle living, in 1996, British Crime Survey and Islinton
Crime Survey both investigated research of fear of crime. It is significant between fear of crime and adult
lifestyle living. The prior survey found that 36 % of female has never been out at night because of fear on
crime but only 7% of male has never gone out at night. Fear of crime seems to change human behaviors to
avoid nightlife. Similar to another survey, 11% of female and 5% of male have never gone out at night.
Thirty-five percent of women have fear of crime when they go out at night but only 15% of men have fear
of crime.
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According to fear of crime and races, crime affects to victims who are different in races, religions
and nationality. It is often seen that Asians have high rate of fear on crime when they are out at night.
African and Caribbean seem to be safer than other races when they go out at night. Consistently with
Victim Aid Office, the office explains that all races that face crime experience have been in prison. They
have set up curfew and avoid the life from risk environment. Children are unfamiliar and unhappy to
school. Women have fear of crime to daily life and residence.

Fear of crime and power inequality of victim, Stanko, a criminologist, has been interested to study
feminist criminology. A criminologist explains the rate of fear on crime in women is increased. Several
research studies determine that crime usually happens to women when they are out of the residences, in
particular sex crime. Women have high risk rate to be victims and fear of crime by women is unreasonable.
Due to power inequality of victim, women and elder people tend to have high risk rate of victim when their
physical and mental states are taken to consider. Low class families have high risk rate to face crime.
Similarly to minor ethic group, people in minor ethic group are fear of crime when they live with various
races in a huge society.

3. Method

3.1 Population and Samples

The research was a quantitative research. Population in this research was over 18 years old and
they live in risk areas, which are areas of high crime rate (Royal Thai police, 2016). Areas of high crime
rate are specified by the Royal Thai Police. Quota sampling was employed.

Firstly, two police office from 1-9 Metropolitan Police Offices were selected and totally 18 offices.
There were 1,440 samples from 18 police offices. Secondly, three Provincial Police Offices in 1-9 Regional
Police Offices were chosen. Each Provincial Police Office selects two community police. There were total
480 respondents. Thirdly, Provincial Police and Community Police Offices in Southern Border Provinces
Police Operation Center were selected. There were total 40 police offices and 480 participants. Finally,
Central Investigation Bureau was carried out in 40 police offices and there were 80 respondents. The total
samples were 6,319.

3.2 Equipment

Questionnaires were used as a tool created from related literature reviews. The researchers studied
textbooks, journals, previous research, master thesis, academic recommendations and other related
materials. The study was carried out by questionnaires. Theories and concepts from related literature review
were taken to build questions that cover to all objectives. Pretest was used to investigate 50 samples.
Samples that meet similar qualification have Alpha Coefficient of Cronbach at .8774.

3.3 Data Collecting
Data was gathered and examined validity to analysis.

3.4 Research Hypothesis
Data by different samples were found with various results in fear of crime. The results are
significant to relate to statistics.

3.5 Research Framework

Independent variable Dependent variable
Gender, Age, Occupation, Residence Fear of crime
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3.6 Data Analysis

The quantitative research is used via questionnaires to collect data. Data was then generated and
analyzed through automatic program in social science. Descriptive statistic will be determined such as
frequency, percentage, mean and standard deviation. Likert Scale technic was applied through questionnaire
to arrange scores, related to interval level. Scores were converted to find level of fear on crime.

Means Level of Fear on Crime
1.00-1.80 Least
1.81-2.60 Less
2.61-3.40 Moderate
3.41-4.20 High
4.21-5.00 Very high
3.7 Results

Table 1 Fundamental data of samples

Fundamental data of samples Amount Percent
Gender
Male 3,243 51.3
Female 3,076 48.7
Age
under 20-year-old 386 6.1
21-30 year-old 901 14.3
31-40 year-old 1,322 20.9
41-50 year-old 1,645 26.0
over 51-year-old 2,066 32.7
Occupation
Employee/ Corporate Officer 1,724 27.3
Farmer 1,977 31.3
Government Official/ State enterprise employee 528 8.4
Business Entrepreneur/ Merchant 1,268 20.1
Student 481 7.6
Others 342 5.4
Types of Housing
Housing Development or Townhouse 769 12.2
Commercial Building 768 12.2
Single House 4,000 63.3
Condominium 404 6.4
Official Residence 188 3.0
Others 191 3.0
Types of Fear on Crime
Burglary 2,727 43.1
Automobile theft 1,107 17.5
Pickpocketing 719 11.4
Fraud 675 10.7
Robbery 575 9.1
Battery/Assault 306 4.8
Rape 205 32
Total 6,319 100.0
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Table 1 is demonstrated that there are 3,243 of males (51.3%) and 3,076 of females (48.7 %). Out of
samples, 2,066 (32.7 %) are over 51 year-old whereas 1,645 (26.0 %) are at aged 41-50 year-old. As shown in
Table 1 above, the majority of the samples are 1,977 farmers (31.3 %) while employee or corporate officer
are 1,724 (27.3 %). In addition, most of housings, which are single houses, belong to 4,000 samples (63.3%)
while housing development or townhouse belongs to 769 samples (12.2 %). In the past year, most of the
samples, 6,130 people (97.0 %) or their family had never experienced crime. Only 190 samples (3.0%) had
experienced one. The result has revealed the most fear of crime of the samples on fear of burglar (43.1 %
which is 2,727 samples) whereas fear of automobile theft was only 17.5 % or 1,107 samples.

Table 2 People’s fear of crime aspect

People’s Fear of Crime Aspect oast foss mAO(SjF;T’(:te high  Very high X  S.D. percent
Overall 230 1.04 46.00
1. Drug crime crisis in your 1,127 2,320 1,835 771 267 248 1.05 49.60

community (17.8) (36.7) (29.0) (12.2) 4.2)
2. Teenagers gather for unlawful 1,225 2,233 1,866 673 323 246 1.07 49.20
purpose in your community (19.4) (35.3) (29.5) (10.6) (5.1)
3. Burglary in your community 1,505 2,388 1,637 575 215 230 103 46.00
(23.8) (37.8) (25.9) (9.1) (3.4)
4. Automobile theft in your 1,895 2,315 1,410 549 151 217 1.02 4340
community (30.0) (36.6) (22.3) (8.7) (2.4)
5. Outsider who has unlawful 1,850 2,250 1,489 569 162 219 1.03 43.80
purpose in your community (29.3) (35.6) (23.5) (9.0 (2.6)
6. Allurements or Temptations in 1,727 2,295 1,495 594 208 225 1.05 45.00
your community (27.3) (36.3) (23.7) (9.4) (3.3)
7. Crime rate risk is in high level 1,720 2,204 1,550 637 208 227 1.06 4540
in your community (27.2) (34.9) (24.5) (10.2) (3.3)

People’s fear of crime aspect as shown in table 2 revealed that out of 6,320 samples, had 2.30
average (X) (46.00%) on fear of crime aspect. Nonetheless, the study shown that the majority of samples
fear of Drug Crime crisis in their community resulted at 2.48 average (X) (49.60%) while fearing of
teenagers gather for unlawful purpose in their community was 2.46 average (X) (49.20%).

Table 3 Comparative people’s fear of crime aspect according to samples’ fundamental data

Fundamental data of samples X F@®) p-value
Gender
Male 2.90 -11.2 0.00*
Female 3.54
Age
under 20-year-old 2.74 1.53 0.19
21-30 year-old 2.87
31-40 year-old 2.85
41-50 year-old 2.95
over 51-year-old 2.78
Occupation
Employee/ Corporate Officer 2.79 5.80 0.01*
Farmer 3.12
Government Official/ State enterprise employee 341
Business Entrepreneur/ Merchant 3.13
Student 3.13
Others 3.12
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Fundamental data of samples X F(t) p-value

Types of Housing

Housing Development or Townhouse 3.14 1.06 0.38

Commercial Building 3.18

Single House 3.53

Condominium 311

Official Residence 3.55

Others 3.21
Types of Fear on Crime

Burglary 3.26 4.66 0.00*

Automoabile theft 3.09

Pickpocketing 3.03

Fraud 3.09

Robbery 3.11

Battery/Assault 3.17

*p-value < 0.05

Table 3, Comparative People’s Fear of Crime Aspect According to Samples’ Fundamental data, is
demonstrated that the statistic of males and females has significantly different aspect of fear of crime at 0.05
level. That is to say females react with more fear of crime than males. Nevertheless, age of the samples and
their types of housing cannot measure fear of crime because their aspect of fear of crime is roughly
indistinguishable. On the other hand, the differences in occupation of the samples and also their types of
fear of crime aspect could measure fear of crime because the former has significantly different aspect of
fear of crime at 0.05 level and the latter has nearly level.

4. Conclusion

The majority of samples were 3,243 males (51.3%) and there were 2,066 (32.7%) who are over 51
years old. Out of the samples, the majority was 1,977 farmers (31.3 %) and most of housings, which are single
houses, belong to 4,000 samples (63.3 %) In the past year, most of the samples, 6,130 people (97.0 %) or their
family had never experienced crime. The result has revealed the most fear of crime was the samples on fear of
burglar (43.1% or 2,727 samples).

The study of people’s fear of crime aspect revealed that in overall out of 6,319 samples had 2.30
average (X) (46.00%) on fear of crime aspect. Nonetheless, the study also showed that the majority of
samples were fear of drug crime crisis in their community resulted at 2.48 average (X) (49.60%).

Moreover, the research of comparative people’s fear of crime aspect resulted that gender,
occupation and their types of fear of crime aspect have significantly different aspects of fear on crime at
high level.

5. Discussion and Suggestions
The research of people’s fear of crime has classified into two categories as follows:

1) Studying people’s fear of crime aspect

The study showed that the majority of samples on fear of drug crime crisis in their community
occurred the most because this problem affects directly to the people and the problem which is in lar